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External Authentication

« Cisco ISE can authenticate clients against the following:
— A single authentication source
— A sequence of authentication sources

+  Supported external authentication sources include Active Directory,
LDAP, RADIUS, and RSA servers

p—, Identity Authentication request
Sarvices tr:: external server Active
@ wie Engine Directory
F q
'l!! — | LDAP
Users, Endpoint Cisco Catalyst Repeated
Switch authentication request

if user not found in
Active Directory
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Active Directory

- Widely deployed directory structure

— Hierarchical format that allows logical forest
grouping of users or devices
— Can be used to assign permissions to / \
users, network devices, and object
JOHps | treeA treeB
+  Requires accurate time
—  Max 5 minutes difference between l
ISE and AD
- Firewalling constraints between domainA domainB
Cisco ISE and Active Directory:
— Certain ports need to be opened / / l
— No support for NAT

OU-1 OU-2 OU-3
'\
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Authentication Methods with Active Directory

L]

L]

Most common authentication methods are supported in

a Cisco ISE with Active Directory integration.

EAP-TLS and PEAP-TLS use client-side certificates.

— Active Directory records may include one or more
certificates.

— Cisco ISE can retrieve these certificates and use them to
verify the identity of the user or machine.
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AD-Derived Group Membership

+  Users belong to user groups
- Group membership improves manageability
— Privileges assigned to user groups
»  For domain users:
— Group membership defined in AD
— Groups downloaded from the AD
— Group membership used in ISE policy decisions

Select Directory Groups

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.
Use * for wildcard search (i.e. admin®). Search filter applies to group name and not the fully qualified path.

Domain: | secure-x.local

Filter: * ] [Retﬁeva Gruups...] Mumber of Groups Retrieved: 46 (Limitis 100)

] MName ~  Group Type
] secure-xlocaliDomainGroupsiContractors GLOBAL
] secure-xlocaliDomainGroups/Employees GLOBAL
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Active Directory Integration Procedure

1

3
4

. Configure Active Directory domain name and store name in Cisco ISE
. Test server connection (optional)

- Join Cisco ISE nodes to the directory
. Select groups from the directory (optional)
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Configure AD Domain and Store

+ Enter domain name of the Active Directory server.
- Enter a friendly identity store name.
+  Save the changes.

g N L T
-;'gswstem &8 Identity Management i’Natwakéesu:ces @w«abmwm [;FeedServI:s
Identities  Groups  [ENUSINGIICENUNSOMEESI [dentity Source Sequences  Settings

Active Directory » AD1

External Identity Sources
e Advanced Settings Groups Attrbutes
v E s £ v
£ Certificate Authentication Profie ) To configure Active Directory.
“fi Active Directory = First enter the required fields: the Domain Name to connect to and the ldentity Store Name to refer to Active Directory
[ LoAP > in other pages, and click submit to commit the Active Directory configuration to all nodes in the ISE deployment.
2 RADIUS Token > * After the configuration has been submitted, then Join or Leave operations must be performed.
{5 RSA SecurlD > * Domain Name| secure-x.local
* Identity Store Name| AD1

One or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is required
before a rejoin. Select one node for Test Connection.

[ Save Configuration ] Delate Configuration
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Test AD Connection

Must have Super Admin or

Click Test Connection and select Basic or Detailed Test

System Admin role

Active Darectory = AD1

Advanced Settings Groups

Attributes

* Domain Name| secure-xlocal

]

* Identity Store Name | AD1

]

one or more nodes may be selected for Join or Leave operations., If a node is joined then a leave operation is required before a rejoin.

Select one node for Test Connection,

€= Join  Oc Leave O Test Connaction » Oc Refresh
Basic Test

(] ISE Node
Detaled Test
ise secure-xloca

il

ISE Mode Role

STNJALONE

etailed Test ninecton Results

Resultfor ISE node; ise.secura.xlocal
Stalus: SUCCESS

adnfo (CentrifyDC 4.6.0-113)

Host Diagniostics
Lmame: Linlx B2 2.6.18-348.4.1.el5 #1 SMP Fri Mar 22 05:41:51 EDT 2013 x86_64
05: Red Hat Enterprise Linux Server
Version: 5.8 (Tikanga)
Murnber of CPUs: 4

L]

m

IP Diagnostics
Local host name: ise
Local IP Address: 10.10.2.20

FQDM host name:hg-se. secure-x.bocal

Dornain Diagnostics
Dormnain: secure-x.bocal
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Join Active Directory

Creating the connection does not automatically join the AD
Join one or multiple nodes in a single step
Click Join and provide the Active Directory username and password

Buclive Directory = AD1

Advanced Settings Groups Attributes

* Domain Name | secure-xlocal ]

* |dentity Store Name[ AD1 ]
One or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is required before a rejoin,
Select one node for Test Connection,

€ Join O Leave ©c Test Connection = ©c Refresh

*Uzer Mame; administrator

*Password: _Evu sane -u»-.l

[] ISE Node ~ [|SE Node Role Status
ise. secure-xlocal STANDALONE /1 Mot Joined to Domain
Jperation Status X
-~ The list below shows the status of the requested operation for each node.
Slatus: Successful. Please allow two minutes for the status to be reflected, then press Refrésh.
| - ISE Mode ~  Status
m [ Cancel ise secure-x local acnmplemd
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Select Groups from Directory

« Import groups for use in policy conditions and rules

- Later changes in AD are not automatically reflected in ISE

Active Directory = AD1

Connection advanced Settings  [JECISINN  Attbutes

dadd v M Delete Group

(] Nar Select Groups From Directory

Select Directory Groups P Add Group No data avalable X
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.

Use * for wildcard search (i.e. admin™). Search filter applies to group name and not the fully qualified path.

Domain: | secure-x.local

Filter: * [Retrieve Grﬂups,..] Mumber of Groups Retrieved: 46 (Limit is 100)

[ ] Name a  Group Type

I Secure-xIocamBuitinRepnc ator LOTAL P
[J secure-xlocal/Builtin/Server Operators LOCAL

(] secure-xlocaliBuiltin/Terminal Server License Servers LOCAL

(] secure-xlocal/BuiltinUsers LOCAL

[J secure-xlocalfBuiltinéindows Authorization Access Group LOCAL

secure-x locallDomainGroupsiContractors GLOBAL

secure-x locallDomainGroups/Employees GLOBAL
secure-xlocallDomainGroups/Engineeri®@., o+ NetRiders | www egyptnetriders.com GLOBAL =
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Cisco ISE Identity Source Sequence

- Asequence of identity databases that is used for authentication
- Always proceed to next store if user not found

+  Optionally proceed to next store if current source failed

— Fallback behavior defined in the Advanced Search List settings

— Example illustrates a case with "Proceed to the next store in sequence” option
if the store cannot be accessed for authentication

Active Directory

S ‘ [ User not found J
,.f

¢

S

o LDAP database
________________ - g‘ [ ® ]
N % o | Userdoes not exist

o[ & Fail (user not found) ]
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Configure Identity Source Sequence

{5y Home  Operations ||v

Administration | =

:f;ﬁiﬁtﬂ'l‘l @ldentityl-lmwmt

“Name |AD_Intemal

iu&mmkkem:cas |z, Web Portal Management bFaadSarﬁ:e

Identiies  Groups  External Identity Sources [ IOSHUGSOUCEISEOUENEERIN  Settings

Description |

» Certificate Based Authentication

[ Select Certificate Authentication Profie

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Axallable

Internal Endpoints
Guest Lisers

* advanced Search List Settings

Selectthe action to be performed if a selected identity store cannot be accessed for authentication
() Do not access olher stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessEmor”

Selected

Ordered list of identity sources ]

AD1
Internal Lsers

(®) Treat as ifthe userwas nolfound and proceed to the next store in the sequence

E2014 Cizco Systems, Inc.

Jump to next store if a

store unavailable
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Configure ldentity Source Sequence (Cont.)

- By default, processing stops after the identity source cannot be
accessed.

— Do not access other stores in the sequence

— Sets the Authentication Status to Process Error
+ To enable rollover:

— Choose 2nd radio box

— Treat as if the user was not found and proceed to the next store in the
sequence
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Apply Identity Source Sequence

- |dentity source sequence referenced by authentication rules
«  Options independent from chaining behavior within the sequence

(Y Home Operations |¥  policy | v Administration | v -

|2 Authentication  |e, Authorization |4 Profiing  [@ Posture [ Chent Provisioning | Security Group Access 8, Policy Elements

Authentication Policy

Diefine the Authentication Policy by selecting the protocoks that I1SE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Poicy Type O Simple (8 Rule-Based

B mae c If wired_MAB OR £llow Protocols ¢ Default Metwork: Acoess and Edit | =
Wirelsss _MaB
Default use Internal Endpoints
2@ [oox | & IF [wired_802 1% OR Wireless_802 1x < | Allow Protoccs || nefault Network Access o] ad | Done
Diefaul e AD intemal = | Actions
Identity Source [AD_Internal O]
Dptions
If authentication faled[Reject | = |
If user not found[Reject | ~
fprocess faled[oop [~ ]
Default Rule (If tch) : Allow Prot
(Ifnomatch) —« Alow Protoct o te: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP =2 b
it 5 not possble to continue processing when authentication fals or wser s not found.
1f continue option is selected in these cases, requests wil be rejected.

© Egypt NetRiders | www.egyptnetriders.com
E2014 Cizco Systems, Inc. SISAS — 2-59



Verify External Authentication

- Detalls in the authentication pages
show the actual source.

[x} Authentications

" Reports  |ig» Endpoint Protection Service ¢, Troubleshoot

Misconfigured Supplicants Misconfigured Network Devices #
0 0

[i] Show Live Sessions 43¢ Add or Remave Columns * 4% Refresh

Authentication Details

Source Timestamp
Receved Timestamp
Policy Server
Event

Failure Reason
Resoluthon

Root caise
Username

User Type
Endpoint Id
Endpoint Profile

IP Address

ldentity Store
Identity Group

Audit Session id

2013-11-25 11:19:17.549
201311-256 1119:17.55

ise

5200 Authentication succeeded

salesi

ADIGAF1A3BEN

1010911

QADAMOZO000M T2 13E2BHES

Refresh | Every 1 minute

v | Show| Latest 20 recor

Identi
Time v|Status Detals |RePeat

Auth Method  Authentication Protocol

(2L | | ||

2013-11-2521:19:18299 @ g
2013-11-25 21:19:17.550 &

0 sales1
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Session State i... dotlx

hentication... dotlx
rs.com

EAP-FAST (EAP-MSCHAPvZ)
EAP-FAST (EAP-MSCHAPvZ)
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Summary

L]

Cisco ISE can authenticate the users against the local or an external
database.

Active Directory is a widely used external user database.

Cisco ISE joins the Active Directory to authenticate the domain users
and computers.

|dentity source sequence defines an authentication chain.

|dentity source sequence can be referenced by the authentication policy
rules.
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